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1 ABSTRACT

When decisions have to be made which are basedherharacteristics and expected developments in
specific spatial environments (such as findingliest place for a new production site or for a neep3, geo
data and the information that can be derived froplays a crucial role. While larger companies ¢gtly

can afford the setup of the required organisatiamats as well as the access to relevant data from
commercial providers, smaller organisations sucBMEs or city administrations are at a disadvantaige

aim of the SmartRegio project was to develop sohgtifor such organisations that combine freelylakibd
(mass) spatial data from many different sourcea dscision-making basis focusing on governmentdl an
private actors operating with a focus on a specdgion. The data sources include data from infuatires

like energy and mobility, data from public entitiesd also data from social media and media chanmbk
SmartRegio project successfully identified and kedknajor technical and legal challenges when ajnin
exploit such data, while at the same time realisihgeneric infrastructure that supports the require
processes within the given context.

Keywords: data economy, (big) spatial data archite¢ sociodemographics, smart data, spatial data
analytics

2 INTRODUCTION

Governmental and private actors operating withcagoon a specific region must constantly adaptverse
changes in their environment. This concerns a taieé organisations ranging from companies to city
administrations. In order to understand the charestics of the focused environment, the existeote
spatial data about it is becoming more and moreitapt, as well as the ability to work with thigaa

While large companies are usually able to emplgadenents that are able to get access to relewataohd
to derive strategic measures from them, city adsthaiions, non-profit organizations as well as $raat
medium-sized enterprises are at a disadvantageth©mwne hand, their financial and (IT) technolobica
possibilities are often limited. On the other hath@éy are much more rooted in their specific regiand for
small-scale areas, data at a high resolution iseiomas more expensive, and the data quality ishafts
very good.

Consequently, the aim of the project SmartReflimded by the German Federal Ministry for Economic
Affairs and Energy was to develop solutions thahlbme (mass) spatial data from many different sesire
ranging from closed sources only available to thta dwners to open data sources — as a decisiomgnak
basis focusing on these players. The data souncksle data about infrastructures like energy andility,
data from public administrations (like occurrencésadministrative processes involving citizens) alada
from social media and media channels. These soprogde some outstanding advantages. Firstly,las a
product of normal business operation, data coblectis relatively cheap. Moreover, they are arising
continuously, so it can be assumed that in the fugare it will be possible to detect trends atemyvearly
stage — even before people are becoming aware ©hiitdly, they enable the machine-driven learnaig

! see https://www.smartregio.org
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patterns and correlations on a low level. The mel@llenge lies in their interpretation. In orderilow the
exploitation of this variety of data sources, refare architecture was developed within SmartReuid t
allows for integrating and analysing heterogenespatial data in order to better understand thel loca
environment. This includes the characterisatiospstial areas according to several criteria as aglihe
recognition of developments.

The use of heterogeneous (mass) data poses highidalcand legal challenges. Firstly, they areritisted
over many different and separated data silos, laagotential data suppliers often have no expegievith
the involved problems. Secondly, they are availablmany different formats and structures, so thaty
have to be preprocessed comprehensively in ordbetable to work with the content itself. Thirdthe
references to spatial and temporal entities oftiffierdin terms of representation means and graitigdar
(e.g., some data sets provide aggregated inform#ion several months about a large spatial entityile
other data sets provide daily information about Imsimaller regions), which makes their comparisomemo
difficult. While statistics are collected, for explm, for administrative areas, infrastructures taechnically
dependent on their own spatial divisions, and & ¢hse of media or discussions in social netwdrks t
spatial reference is often difficult to determik@urthly, many of the sources contain personalrimgdion
and their anonymisation is particularly difficudause of the spatial reference and the combinatiorany
sources.

In the following, the SmartRegio project, the aguto and the technical architecture followed witthie
SmartRegio project, the main challenges when aimingvork with several types of spatial data from
different sources, questions regarding securitgngmity, and legal aspects, business models asasdhe
most important lessons learned will be presentadhErmore, some specific use cases will be destrii
more detail.

3 THE SMARTREGIO PROJECT

3.1 Project Context and Partners

SmartRegio is a consortium project sponsored byG@banan Federal Ministry for Economic Affairs and
Energy (BMWi) from 12/2014 until 05/2017. It is paf the technology program "SmartData — Innovation
from Data" where a total of 13 selected lighthopsgjects were promoted in order to develop inneeati
services, and to stimulate the broad use of igtatii, data-based technologies.

The SmartRegio consortium comprises partners fimtelogy development and transfer (YellowMap AG,
USU Software AG, Disy Informationssysteme GmbH)partner for the examination of legal aspects
(Research Center for Data Protection at the Gdéitieersity Frankfurt a.M.), and a research par(p#KI
GmbH). To realise usage scenarios in the seledketr@gion Kaiserslautern, the municipal servicevider
SWK Kaiserslautern as well as the City Administratiof Kaiserslautern joined the project as assediat
partners.

3.2 General Vision of SmartRegio

Geomarketing and location planning are a profitdhlsiness and since decades an oligopoly of few pre
dominant market players. The reason for the highcentration in the market is the exclusive access t
socio-economic data. These data are collectedysethbind used to determine, e.g., the spendingrptvee
demands, and the economically relevant behaviowusfomers in a given region. Finally, evidenceebdas
recommendations on many essential corporate dasis®.g., how to create an optimal fit between a
branches location, product and service portfoli@rkating strategy, etc. can be given. The outcosne i
impressive. E.g., given a portfolio change, newdpod or marketing campaign large retailers receine
estimate of their future revenues with 90 percenugacy. But there are significant drawbacks:

(1) The services are not affordable for SMEs, anged competitive disadvantage for those.
(2) The services provide a snap-shot — they doeflect the continuous development of a region.
(3) The provided data is limited to answer a previn set of questions.

SmartRegio, on the one hand, addresses the fadhthanore technology enters our everyday life,rntoge
the behaviour of people is reflected in variousdkif data. Moreover, recent advances in the iategr
and processing of heterogeneous data sources rhglassible to assemble those data fragments to an

2
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increasingly precise picture. This picture showsetlgpment and includes more facets allowing to ask
variety of questions — including such we do notwnet. And by the fact that this data is emergiag@ady-
product of conventional business operation, itsgpdian be significantly lower making it availaldeat wider
target group.

On the other hand, the business architecture oftR®gio stands in contrast to traditional businmesslels

in that field. Its main principle is the design af open platform that supports collaboration betwee
participants of different kind — like data provideservice and software developers.

4 SMARTREGIO ARCHITECTURE AND APPROACH

4.1 Architecture and Components

This section gives a short overview of the Smari®Retatform architecture. SmartRegio intends teptin
open, cloud-based platform for processing and aimajyheterogeneous geo-spatial data. The architeatu
depicted in Figure 1 follows a standard three-lagproach comprising components for data integratio
data processing, and data visualisation (see,iKapn et al. 2012 for a more detailed discussioreqtiired
capabilities for platforms in the given problem taxt). SmartRegio aimed at using existing and pmove
tools whenever possible, and the architecture wasrwally evaluated by the accompanying research.

In the data integration layer, we mainly distindguisetween three different kinds of data: (i) geatsp data

with direct geo-spatial reference, (ii) social n@data with indirect or direct geo-spatial refereramd (iii)
big-data with usually no or indirect geo-spatiderence. Within the platform these pre-processead sats

are stored in a central data-warehouse. The metadahagement system for data and services manages
these data sets and provides services for dat@tsetval. The service library functions as an eglént to

the data-warehouse, but for the services usedoiteps and analyse the data. Services are alsteredist

the metadata management for data and services.

Having (i) data sets and (ii) services working bese data sets, the configuration cockpit can kd ts
implement data pipes, orchestrating several sesvicel data sets to process and analyse the daa. Th
SmartRegio engine executes these service orchest@bgrams. If such a data pipe generates a raav d
set, the data set is registered within the metagat@gagement and is published at the Geo-ServerGEle
Server publishes the data based on ©&@éndards for visualisation.

Visualisation Configuration-Cockpit
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Figure 1: An overview of the SmartRegio System Awetture
2 http://www.opengeospatial.org
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4.2 Data Acquisition, Data Integration and Processingand Data Analysis

4.2.1 Data Acquisition

The first step in processing and analysing datiaia acquisition. SmartRegio made use of a vaattata
sources that provide information on a regional llegure 2 shows these data sources ordered angaa
their characteristics. On the one hand, there pem @ata sources that can be accessed by anyotiee on
other hand, there are closed data sources th#&ast; require some administrative steps (e.garddgg
privacy protection or national and internationalv)abefore they can be exploited. Furthermore, it is
important to make a distinction between public,-poofit data providers and commercial entities.

open data sources closed data sources
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Figure 2: Data types and data sources used withizrtRegio

Depending on the data source type, different chgéle have to be tackled when aiming to work with th
data. This starts with the problem of finding reletvdata sets: E.g., there are still only few ogetia portals,
searching data on these portals is often very tamsuming, and raw data that is crucial for anyhiemr
processing steps, is often not published. When wgnlith companies and public authorities, thereften

a lack of well-structured overviews regarding érigtdata, and superior contact persons with thaired
knowledge are often missing. Thus, relevant souce@soften only be identified in a complex and tégg
process involving contact persons in different sgist departments that usually have no experiesite
such requests. Furthermore, raw data is oftenexgpgnsive in these contexts.

Once a relevant data source is found and accedhs tiata is possible, questions of data charatt=rislata
quality, and data representation arise. The mostnuan problems here are that we often only find
aggregated and preprocessed data (e.g., in angp@its) instead of raw, machine-processable daata D
about smaller regional entities is often completeigsing. Furthermore, the data sets are ofterupéb-
date. A further problem that is of great importandgen trying to work with spatial data from hetezngous
sources, is the fact that they usually are notrmefe to uniform spatial entities, which makes any
comparison between data sets difficult. In SmariRethis is usually solved by mapping spatial dataa
common grid.

4.2.2 Data Integration and Processing

Before using data in a system or platform, it ugufst has to be (pre)processed and integratea \way
that allows its usage, e.g., for data analysisiada visualisation. In the SmartRegio data intégngbrocess,
different data pools were used for different pugsoslepending on the nature of the data (e.gingiisshing
between spatial data and text data). Consequatitfgrent tools such as Talend Open Stéditiband, or

® Talend Open Studio (see https://www.talend.condpets/talend-open-studio) is an Open Source ETL &aD
Integration tool

* Kibana (see https://www.elastic.co/products/kifaisaan Open Source plugin for the Lucene-basedckeangine
Elasticsearch that is used to host large amountsosfly text-based data in SmartRegio
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Katana Platformwere used exploratory data visualisation and aiglyn several preprocessing steps, the
data is transformed into a generic format thatvedl@onducting further processing steps indepenaletite
format of the original data source. Such transfeimnasteps include, e.g., the mapping of spatith da a
common grid, the mapping of metadata to the schamad in SmartRegio, or the mapping of terms to
semantic concepts in the SmartRegio ontologigs.véry important to note that there are almosgeweric
approaches for data integration — there are camttiifferent data formats, and each data set esjuir
individual decisions.

As a last step in the SmartRegio integration poeetadata about each data set is published ariaalata
management system that allows the publication asdription of metadata about data sets, and tifertsof
convenient means to search and access the dasamantRegio, the established Open Source data portal
platform CKAN was used for this purpose.

4.2.3 Data Analysis
In SmartRegio, four different kinds of analysesénheen distinguished:

(1) Aggregated display of different topics: Hereyeral topics can be displayed together in a walyahows
users to draw their own conclusions. This is tecdliy rather simple, yet requires usually a loegpertise
on the user side, as it is often very difficulrécognise connections or dependencies.

(2) Different visualisation means: The same dataae be displayed in many different ways, depandim
its characteristics. Examples for such visualisetion the context of SmartRegio are scatter diagram
heatmaps, or timelines.

(3) Prepared evaluations for a question or issuasé¥ evaluates a result which has been prepratéasse
way that allows for a quick and easy analysis. Suphepared evaluation requires some domain kn@eled
on the side of the technology experts who thenct@mwse and prepare proper data sets and services.

(4) Exploratory data examination: A viewer cangfijthighlight, and process interesting records witier
records.

For all types of analyses, tools and services baes realised within SmartRegio. Examples and sauongx
cases will be presented in Section 7.

5 SECURITY, ANONYMITY, AND LEGAL CONSIDERATIONS IN SM  ARTREGIO

This section provides some insights into the chgls and requirements on security within the SnegitiR
platform as well as the technical concept andsatbén on legal aspects as discussed in Section 5.3

5.1 Experiences in Applying Security in SmartRegio

SmartRegio intends to offer an open, cloud-basatigsm for processing and analysing heterogeneeas g
spatial data. This leads to several challengesring of security, some of which are summarised. li&pen
and cloud-based implies that the platform has dmmders. Several stakeholders with different interst
need access to the platform. Data sets from seseuates and processing services from differentigeos
need to be run on the platform. Topics like trirgiegrity, and authenticity play a major role inngsthe
platform. And within a globally operating platfortmcal and global legal aspects need to be coresiden
where data are stored and processed.

Based on the architecture of the SmartRegio platf¢ef. Figure 1) we identified several stakeholders
required to operate the intended platform. Staldgrslare:

e Platform operator — operating the SmartRegio ptatfo
« Data provider — providing data sets for the platfor
» Service provider — providing services for procegshre data within the platform,

* Application developer — orchestrating servicesgacessing data sets, to provide added values for
end users, and

® USU Katana Platform (see http://katana.usu.de atform for data processing on big scale, higtocity and
variety
® see https://ckan.org
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e End user — consuming processed data.

These stakeholders were used as direct input feglaiging the role concept within SmartRegio witkith
respective competencies and access rights witkipltform. Another dimension within the platforsthe
access right on services and data sets we needmuhsaler. Different tenants, e.g., providing dsgés or
services, need different access to the resourcas within the same role. Application developersdnae
access data sets and services in order to proegasfat end users. This requires dynamic access rig
management for resources based on the licensearceso

Within SmartRegio we analysed several frameworksidentity and access management, amongst them
freelPA’, OpenlAM, FORGEROCR, gluu®, and Keycloak. Main requirements amongst the security
requirements for identity and access managemerg (iethe support of open standards, especiallthef
World Wide Web and for extensibility of the secyr@oncept, (ii) the ease of integration of legaggteams

and third party services as well as (iii) the eafls@dministration of the system. Based on our owpeeaence
with the systems we decided for Keycloak. It pregdveb-based administration, fulfils the functioaal
well as non-functional requirements and is pathefRedHdf community projects.

In addition to the identity and access managengentajor challenge in the security concept of tlafpim

is data security. This includes transport secusgywell as storage security. Being an open, cl@asdd
platform requires building on open web-standarde @ata upload or provision for the platform islisea
by protocols like http$ or other secure protocols like ftisssH®, and ssh file transfer protocol. Platform
components and in particular services communicatétips-based on RESTful web-services.

Storage security can be achieved via several mexhanFor critical data, like data only accessfbleone
tenant, data need to be stored within a securagsoonly accessible for the tenant itself. This ban
achieved, e.g., physically or virtually providingpaopriate access right mechanisms for these secass.
Other data sets need to be secured by accessrulgist within the identity and access management.
Providing additional security for preventing setuflaws can be achieved by encrypting data. Thsna

the protection of data where only users and systeithsaccess rights and the key for decryption usethe
data. There are several software and hardwarengpbio the market.

Even though we have found solutions in order tolément a security layer within SmartRegio, the
complexity still exists in terms of implementingcass rules for different tenants and roles.

5.2 Anonymity Approach within SmartRegio

With a rising awareness and discussion on privaoteption within Germany and the EU there is a need
protecting these rights within the SmartRegio plaif. Conventional methods on protecting these siginé
done via pseudonymisation and anonymisation. Wite former only replaces the identifiers, the latte
transforms the data set so no single entry caugek an identification. Conventional technical gibns are
data encryption and data transformation (cf. Rogné al. 2005, Hohne 2010). However, increasing
anonymity usually leads to a reduction of expregsiof the data in terms of the analysis potential
(Rosemann 2006, Hochfellner et al. 2012).

Having an anonymised data set, however, does gy ithat a de-identification by correlating diffetedata
sets is not possible. In (Bender 2015), the autiemtions several risks on de-identification:

e Identity disclosure — risk of identifying individlsa
e Attribute disclosure — risk of identifying senséiattributes of an individual, and

" http://www.freeipa.org

8 http://www.openiam.com/

® http://www.forgerock.com

19 hitps://www.gluu.org/

Y http://ww.keycloak.org

12 hitps://www.redhat.com/en

13 https://tools.ietf.org/html/rfc2818

% https://tools.ietf.org/html/rfc4217

' RFC 4250 — 4256, RFC 4335, RFC 4344 — 4345
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* Membership disclosure — risk of identifying senatiattributes of an individual when proving the
individual is likely part of the data set.

The author also lists criteria for anonymity thaeyent these risks for de-identification. The ciiteare
namely:

» k-anonymity — divides the data set into severalwdence classes where each equivalence class has
at least k different data set entries,

< |-diversity — requires that each equivalence chassat least | diverse sensitive attributes, and

* t-closeness — requires that the distribution of#ime attributes value within one equivalence slas
and the distribution of this attribute value withire overall data set exceed a threshold t.

Within a data processing platform as prototypicadiglised within SmartRegio, a lot of data setsnftbird
parties are uploaded to the system. This invollresrisk that these data might not be conformingdta
protection regulations. Therefore, anonymity habdoensured. The approach chosen within SmartRegio
to measure the above mentioned anonymity criteriardler to evaluate the level of anonymity of dsdts
uploaded to the platform. Additionally, these KR&ed to be evaluated after the analysis procesbefode
the analysed and combined data are presented émtheser in order to prevent de-identificatioksis

In (Bender 2015) the author evaluated several frames for anonymising data sets and implemented
distributed algorithms for anonymisation. Howeuie need on efficiently checking anonymity leveds f
large amounts of data still existed. Our approadbaised on platform services utilising Apache Spiatk-
frames® within the USU Katana Platforrhwhich provide efficient algorithms on grouping aahat we are
using to calculate k and | for k-anonymity and\vetisity. To the best of our knowledge we were trat that
actually realised the calculation of these KPIdimita cloud based platform to ensure anonymity teeflata
are uploaded and after they were processed andicedwwith additional data.

5.3 Legal Considerations

5.3.1 In general at European level

After a thorough analysis of the technical parBofartRegio, we want to have a look at the legatetspof
smart data analysis especially in the field of gmtaection law. Therefore the SmartRegio approaakt be

in accordance with legal requirements. So we inyatt the technical progress as described above wit
regard to its compliance with legal requirememsparticular with European Law and the upcoming €¢ah
Data Protection Regulation (GDPR). At Europeanllahe “Directive 95/46/EC on protection of indivals
with regard of the processing of personal dataanthe free movement of such data” (Directive 98249
and the “General Data Protection Regulation” (Ragoh (EU) 2016/679) have to be legally assessed. A
directive shall be binding, as to the result toabhieved, upon each Member State to which it isesded,
but shall leave to the national authorities theiagh@f form and methods. In comparison to the divec
which has to be implemented by the Member Statdssaimsofar not directly legally binding by itsethe
regulation is however directly applicable. The Diree 95/46/EC is repealed with effect from May 25t
2018 (cf. Article 94 GDPR), so that the GDPR wplply from this date on. Therefore subsequently we w
only have a look at the GDRP.

5.3.2 General Data Protection Regulation (GDPR)

Before any data protection requirements can beideredd at all, the fundamental question about the
applicability of data protection law must be cleif as a particular challenge. Data protection iwnly
relevant in the case of processing personal datecld\2 GDPR). Therefore, it must always be thstfstep

to check whether the analysis relates to persatalat not.

The legal link for the assessment of the existafiqeersonal data is Article 4 no. 1 GDPR. Persaiagh in
the context of the GDPR means any information iredato an identified or identifiable natural persam
identifiable natural person is one who can be ifledt directly or indirectly, in particular by refence to an
identifier such as a name, an identification numiberation data, an online identifier, or to onensore

'8 see https://spark.apache.org/docs/latest/sql-progring-guide.html
7 USU Katana Platform (see http:/katana.usu.ded fgatform for data processing on big scale, higlocity and
variaty
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factors specific to the physical, physiologicalnggc, mental, economic, cultural, or social idgntf that
natural person. In the context of SmartRegio farheandividual processing step (data acquisitiontada
processing, data analysis and data visualisatitiis)necessary to check whether personal dataareerned

or not. It is highly controversial when a persondentifiable. To handle this problem the use @htecal
methods for anonymisation as described above ifuluse exclude the personal data, and then data
protection law is not applicable, or to minimises thisk of identification at least. In case of dqutbata
protection regulations should be observed. Théega basis is necessary. Processing shall be lanfy if

the data subject (Article 4 no. 1 GDPR) has givensent to the processing of his or her personal fibst
one or more specific purposes (Article 6 no. 1aiGDPR) or a legal provision exists (e.g., Artiglro. 1 lit.

f GDPR). Processing is lawful if processing is resegy for the purposes of the legitimate interpatsued
by the controller or by a third party, except whengch interests are overridden by the interests or
fundamental rights and freedoms of the data sulybath require protection of personal data (Arti6l@o.

1 lit. f GDPR). Therefore a balancing of interasts®iecessary. The smart data controller can reférticle

15 (Freedom to choose an occupation and right gags in work), Article 16 (Freedom to conduct a
business), and Article 17 (Right to property) Caadf Fundamental Rights of the European Union. dédta
subject can refer to Article 7 (Respect for private family life) and Article 8 (Protection of peral data)
Charter of Fundamental Rights of the European UniBoth legal positions must be harmonised.
Furthermore smart data collection and analysisrigcies are in general in conflict with fundamerdata
protection requirements like the principle of pwspdimitation (Article 5 lit. b GDPR), the princeplof
necessity, the principle of data minimisation (&li5 lit. ¢ GDPR), or the principle of transpargiidrticle

5 lit. a GDPR). In addition, the controller (Arickd no. 7 GDPR) has in general many legal obligatio
(Article 24 et seq. GDPR). Also the data subjea Yarious rights (e.g., right of information andess to
personal data, right of rectification and erastight to object and automated individual decisioaking, cf.
Article 12 et seq. GDPR). This should also be tak&o account when processing, evaluating and
transmitting data, because, if necessary, the gurvaesteps must be verified and the smart datéralter
must also be able to comply with the claims of da¢a subject. In the view of the tendency of the&ada
protection law to eliminate existing enforcementicencies increasingly and to prove infringe-mewtth
considerable fines, the observance of such obdigatis already increasingly important in the seofle
compliance. Infringements can be subject to adtnatise fines up to 20 000 000 EUR, or in the cafsan
undertaking, up to 4 % of the total worldwide arrtuanover of the preceding financial year (Artiéa no.

5 GDPR). Thus, companies which collect and angbgssonal data based on smart data analyses asetsubj
to numerous legal obligations which they must cgmpith. All these problems, which illustrate the
challenges concerning new technologies and lawt meisanalysed and require further intensive sdienti
research.

6 BUSINESS MODEL AND BILLING

In Section 5.1 we identified different stakeholdens their roles within the SmartRegio eco-systenorder
to generate revenue these different stakeholded ttehave a common business concept, while alt tean
sell their products and services:

« Platform operator — generate revenue on manageamhtmaintenance of a platform for third
parties,

« Data provider — generate revenue on data usage,
* Service provider — generate revenue on usage ¢émgmted algorithms and services, and

* Application developer — generate revenue on orcliest data-pipes providing new insights on the
data.

The first question remains on how to operate imgiof who pays whom in this eco-system. Within
SmartRegio we identified several possible optiohsselection (cf. Figure 3) of these options is #lgor
discussed here.
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Figure 3: Two possible distribution options witlBmartRegio

(1) The end-user pays the application developénesne that provides the added value to the user.

(a) The application developer pays the platfonperator; the platform operator pays data and servic
providers (cf. Figure 3, left side).

(b) The application developer pays data and serproviders, and these pay the application provicfe
Figure 3, right side).
(2) The end-user pays the platform operator whiayshe other stakeholders.
(3) The end-user pays all other stakeholders (Weiatls to a complex billing for customers).

Having defined the distribution options one neeulsléfine how to evaluate the costs. Here SmartRegio
evaluated different options of which a subset @it discussed here.

(1) Buying the platform with selected services alatla sets, which is not applicable for SMEs duéhéo
large costs this implies.

(2) Pay-per-use based on, e.g., time or data anitsausage. Here an appropriate logging mechafism
the platform usage needs to be implemented. Tkes8lli variable cost for end users based on tlageisA
slight modification would be tiered pricing whereetend user gets discounts after a defined amdunt o
usage.

(3) Flat-rate, which allows the usage for a preardeaf time or usage of data and services. This maltels
defining fixed costs for end users.

While app stores for several smart phones and tipgraystems have solved some of the issues arising
the multi-stakeholder scenario the platform for -gpatial data processing and analysis, SmartReijio s
requires some more practical evaluation.

7 SAMPLE USE CASE: THE SPATIAL PROFILER APPLICATION

In this section, the Spatial Profiler applicatioevdloped within SmartRegio will be presented aarapte
use case that illustrates a variety of the chaéleramd approaches mentioned so far.

The idea behind the Spatial Profiler was to prowddénteractive and easy-to-use tool for expeus allows
for showing characteristics of given regions andltow the comparison between regions, given paiyt
arbitrary many datasets that contain informatiooutthem.

Consequently, the Spatial Profiler was developea gasneric, modular web application that offers
* to integrate arbitrary many data sources abougiame
* to work with different spatial granularities, and

* to choose among a variety of different visualigatioethods, while at the same time offering to
easily integrate new methods.

Furthermore, textual information is supported inway that allows integrating different mappings for
ontologies, so that information from different soes can be easily aggregated or compared for furthe
evaluation.
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The application was developed based on the existiingstructures ALOE (Memmel & Schirru 2007) and
RADAR (Memmel & Gross 2011) developed in DFKI anges an Elasticsearch index for storing spatial
entities as well as the information about them. Visaalisations where realised based on the D3Skaifa
library.'®
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Figure 4: Selection of regions, data sources asuilisation types within the Spatial Profiler apation

Figure 4 shows a screenshot of the Sample Praefitara scenario realised for analysing differerdgers in
the City of Kaiserslautern. In the top bar, usens choose the following parameters:

e Spatial type: In this scenario the granularitiesban quarters”, “school districts”, and “electoral
districts” are offered. The respective shape dedaired for the display on the map and the analysis

of data were provided by the City of Kaiserslautdggers can select and deselect the regions by
simply clicking on them.

« Data source: In our example, two different sourgsenStreetMaps and GooglePlaces) have been
integrated with the focus in distinguishing cityrigaaccording to the type of POls that can be found
They are harvested regularly to ensure that the siatrces are up-to-date. Users can choose to use
single data sources, but also combinations of therarder to evaluate the disjunct categories from

the sources, a mapping was created to our ownagydhat is based on the YellowMap branches
categorisation.

e Analysis type: In a first step, users can herediegihether they want to examine all selected reggion
as one, aggregated region, or if they want to coeplaem. Depending on this choice and the
visualisation means that are integrated, diffeogrions are offered then.

18 see https://d3js.org
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Figure 5: A comparison between the number/distidioudf entity types in different city quarters ugia non-normalised radial
stacked bar (left) and donuts (right) within theag Profiler application

Two different analyses created with the Spatiaffileroare shown in Figure 5. On the left side, fiery

guarters are compared in a non-normalised radiakst bar. The size of each sector correspondie ttal
number of POls found in the respective region, tredcolour distribution corresponds to the type&oi.

This allows, e.g., for characterising quartersnagi-urban or not, while at the same time alsoidiog a lot
of information about the structure of the quar@m.the right side, eight city quarters have bearseh for a
comparison using donuts to display the distributbmlifferent POI types. Here, it is also possifde each
region to display a comparison to the averagelakgions in order to find out whether there areriesting
specifics.

8 SUMMARY AND CONCLUSIONS

The main hypothesis of the SmartRegio project was the intelligent analysis of spatial data avdéda
already today or in the near future, could help SMIRd local/regional administrations significanttith

their strategic decisions regarding local and negjidopics — in a great variety of applications rsus
infrastructure planning, urban planning, geo mankgtall kinds of location planning, to mention jasfew.
Novel and upcoming Smart Data technologies shoeldide to integrate heterogeneous kinds of datn(op
government data, user-generated data, social noeditent streams, geo-referenced sensor data streams
proprietary data sets like customer and marketatg,ctc.), to analyse them intelligently and suglise the
results in user-friendly ways — thus making Smaatelanalytics available to domain experts withpetcsic

Data Science know-how.

Within the SmartRegio project, we developed andgrdted a number of building blocks and technobkgie
for such a solution and showed how they can plggtteer in an integrated architecture. For dataiattun,
data ingestion, and data integration, ETL procebage been established for different kinds of datarces
(geo data, social media content, non-spatial big-d&reams) which are then merged into the SmaitReg
Data Warehouse. Central topics were always (i)ctteation of spatial references for data withoutrthe
(geocoding), and (i) the spatio-temporal integnatiof data with spatial references in the presenfce
different spatio-temporal resolutions, granulasitend reference systems. For data processing ayties,

a processing-workflow machinery has been realisaseth on a processing-service library, a metadata
management for data sets and processing servicgsaraorchestration engine; all that managed frioen t
SmartRegio Configuration Cockpit for Data Sciestigtho are competent with the data and the proagssin
services. For end users, knowledgeable in the @giin domain and in the analysis goals, but noessary

in the ICT technologies and manipulated data setsnd, a couple of intuitive, expressive visualsas
have been created, some of them interactive, iardal give to the end users some freedom for their
experiments and analyses (examples of this inieeagisualisation approach have been shown in Geat).
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Further modules for ensuring data security andcfacking privacy requirements have been addedeo th
platform in order to prepare a real-world applioati

Business model and billing aspects have been igatstd and partially integrated into the software
prototype. Challenges in that respect also relyhenacceptance of the stakeholders. Our experisriteat
specifically SMEs want to have transparent andaligefixed costs so they can plan ahead withokinta
too much risks. However, this increases the conityléx having a billing model for other stakeholddike
data and service providers.

To sum up: Many technical solution elements havenbeealised at least in a basic form. The level of
heterogeneity should not be underestimated, wheheaaccessibility and quality of available spatata
should not be overestimated. Often, the requirdd éanot available at the needed level of grartylar
Integration of data with different resolution scaknd spatial reference systems may require tacid/or
heuristic approaches. This makes spatial dataritieg still a cumbersome and often manual proddese,
more transformation operators / workflows and abigdegree of automation still provide some inténgs
future work. Also the realisation of successful ibess models and billing approaches requires more
practical experience and experimentation. Findlig, implemented interactive visualisation methaulstl
great acceptance by test users. But for a broadkeasier application of the SmartRegio platforra imide
range of real-world applications, the processingise library and the toolbox of visualisation medis will

still have to be extended if non-technical end sistrall be able to work efficiently and intuitivelith the
SmartRegio platform. Yet, SmartRegio developedqtypical and promising solutions.

So far, SmartRegio delivered a number of techrécdlition elements for practical employment of Smart
Data technologies. But, the biggest problems fojgat impact were not encountered on the techniual,
on the non-technical side.

On the one hand, legal aspects may become a smmifhurdle for practical Smart Data applicationd a
prevent businesses to invest in it. We have thdriyugnalysed the current state of affairs. In tewhs
security, trust, and privacy protection there i sbome uncertainty for all stakeholders (Kollma2016),
(QSC 2016), (Pols & Vogel, 2017), (Zacher 2016).dAwith the European General Data Protection
Regulation (GDPR) applicable as of May 25th, 20488 wincertainty on the provider side will possikiser
(Schonschek 2017). Even though the cloud usaginbesased in the last few years, the number ofapeiv
cloud users is still higher than the number of mubloud users (Pols & Vogel, 2017). Therefore trins
European cloud services needs to be implementefdrdwyiding secure services and privacy protection.
SmartRegio addressed these topics and builds upstimg standards and state of the art technology.

On the other hand, the availability of useful arghhle Open Data may have been the biggest hurdle.
Especially, the lack of machine-consumable data eves of the biggest problems. In particular in publ
administrations, a lack of organisation structumesrkflows, defined procedures, responsibilities}l ataff
that enables an organisation-wide gathering, aisadysd publication of data, could be observed. Kedge
about internally available data sets, legal anenléing (!) issues, potentials as well as challergesoften
missing, and processes that could help to overdbese problems do not exist. If Open GovernmenaDat
(OGD) shall act as a fuel for initiating a Europdata Economy, much political investments mustfens
here. Many concrete activities can be imagined: otsin large-scale lighthouse projects, more
standardisation activities, budgets and bindingygleor OGD realization, a closer cooperation ofitjns,
administration, companies, science, and much mbhe. investments would certainly pay off in better
decisions and novel usage ideas in the administraind in the economy.
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