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1 ABSTRACT

The major idea of this paper is to discuss a goestbout free space around a human from a computer
science point of view. As we well know, every aniras its own 2D or 3D region of freedom. If soniegh

or somebody tries to go inside or cross a bordéhisfarea, in most cases, it will be defined am&mder.

We will not discuss philosophical or humanitarieapects of human freedom in this paper. We will Bpea
about problems regarding the digital world of eathus only. In case we are going to talk about mima
digital space (HDS) let us first investigate theepbmenon of the digital world. If we take a looKiaear
algebra we can find definitions such as “space” ‘@uthspace”. Therefore, the major idea of our dismn

is to determine space and subspace in HDS andramlute some measures for dynamic HDS borders and
other properties that can be calculated by differsethods. Another question concerns the intertereaf
personal HDS.

According to a HDS idea, a Digital City (DC) is gesial terrain or a limited digital world. This war(DC)
contains a number of humans and many of them (rest/body) have their own HDS.

The major theoretical idea of the proposed papé¢o discuss two phenomena, Digital City and Human’s
Digital Space.

2 INTRODUCTION

What means HDS as a subject of research? Let bago(or go ahead, nobody knows exactly whichpin t
the early stages of our civilization. Free spacaiad an animal or a human played a key role frdferdint
points of view as follows:

- safety reason as a most important thing for thenahivorld and early people
« Information retrieval around conditions such asdréills, mountains, and rivers ets.
« Warming, fresh water and air conditions and maimgiofeatures.

Most of them remain valid in our days but we hatreeonot typical but not less important things iamans
in our days. It is very hard to imagine a modety or village without cell phones, TV, credit car§i-Fi,

etc. On the one hand, such possibilities bring asynpositive properties but on the other hand & vgay of
intrusion into private space of all people.

What is a private space? In a physical world, ipiactically evident because it is as a rule aadrse.
However, what about a digital not physical world?

3 DIGITAL WORLD

The word combination “Digital World (DW)” could benderstood by everyone of us from everyday life
level to scientific level. In our days, a drift frothe real world to the abstract world can be esatside
DW space. Dependence on digital devices such aplahes, tablet PS, social networks, credit castts,
forms a special abstract space for every humanig/hising up to date digital devices and technoldgy.
addition, from year to year it is very hard to al’being in touch with DW because everyday life ga& of
activities inside of DW. As a rule people receiveray only by credit card, and often can make pusesian
different stores also by credit cards. Some opmratiwve can make only by credit cards: control bank
accounts, internet payments, etc. Possibilitiepeddence and vulnerabilities inside a DW forms ecisp
digital space (DS) for every active actors insid&.Moreover, we have a rather big set of such actdost
important among them are:

« sources of energy: energy understood in commoreqénmsd, electrical power, gas, oil, etc,);

- friends, satellites, members of social groups; etc.
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« neutral subjects and existences;

« enemies, predators, and some other actors.

4 DIGITAL SPACE

Digital Space (DS) is a part of DW. DS belongs &/ Dlrhe main difference between DS and DW is the
possibility to present or describe DS by some theorby model. DW could not be presented by oneehod
or by one theory. For example, an ocean is a wohdnnel for sound distribution in the ocean ipa&cs.

In historical retrospective, not a bad example ddwg a specific tactic of German submarines duitiireg
Second World War, a tactic called “pack of wolves™key characteristic of this tactic is for a sulvma to
understand in which of the four subspaces she catdd. For more details see [http://www.u-
boote.ru/operate/areal_w.html ], for example.

If we take for investigation a world of humansisitalso impossible to develop a unified theory adel.
This is also true for a human as a subject of reee@round a human, we have philosophy, anthrapglo
medicine, and many other subject domains. Accortbrifpis idea, human’s digital space (HDS) is & pér
the digital world around a human. DHS can be irigagtd by theory or by model, as is not the cagh wi
DW.

5 HUMAN'’S DIGITAL SPACE

Let us see what is a digital space around a hutham try to present a list of features that be®ng digital

it will be not enough all the time. The world ITdustry develops new devices, technology and etlifor
everyday using, scientific research and other apptins. Every human has two sides of life, physacal
social ones. It is easy to see that up to datenfilastructure influences both sides, physical amclas
According to this the contemporary human fully degeeon IT. Physical influence is a direct intrusioto
physical health of humans. They include phenomeh as: microwave, Wi-Fi, Bluetooth, cell phoneg, P
and many other radiations. In case of social itepan dependence on DW is more evident. Most iraport
things of DW influence are as follows: Internetdommon case (social networks & groups, news pages,
information and data resources, etc.); bank systmiscredit cards support; e-money and e-bay sgstem
local networks and Intranet; cell phones, tablet PC as devices for communications and as tools/fok
and pleasure.

PhW
DW

HDS

Fig. 1: Individual and World.

DW brings for humans new possibilities, life comfand progress support. However, DW together wétiv n
possibilities are facing new demands and new pnobligom the two sides of human existence. At ttép s
of investigation, it is possible to formulate arst@lct statement of the problem. An abstract huimizmacts
with an abstract existence DW. In comparison whi# physical World let us determine digital spaceas
subspace of DW that reflects some properties afoansorld, or in other words the human’s world. Wiy
we need to investigate DHS? Because it is a veportant indicator for a human to understand his)(he
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safety and vulnerability position in real life. Bhis a way to feel comfortable in everyday liferidg work,
shopping, vacations etc. It is also a method teetstdnd what you can meet if you are doing somethiat
us give some examples. Wi-fi: If you connect taloough this system, you should be sure in yoewfl
protection or believe in the provider of the netkvor

In the physical world, many things are suitable dar mentality. As an example, very typical metiiks
length, square, volume etc could be used for ssmmreaWhat a thing could be used as an analodowa
Let us examine some ideas on the surface of tHagmo

a) Chain of IP addresses from a source to a déstin&lot sure.
b) A point and a fact for entrance into a “digitédud”. Not sure.

¢) Quantity and type of identifications of humamse(lit cards, counts in banks, payment’s procedures
different tickets obtaining etc.). More “Yes” th&do”. Nevertheless, what about the measure?

It seems to us that it is very hard or just impaiesio find a single criterion and linked variabfes such a
human’s estimation.

The physical world around us is a rather well itiggded phenomenon and every human tries to irgasti

it from the very beginning of his existence to &émal of his life. For DW things are not so evidérite major
question is what is an individual for (in) DW? lurorecent research we proposed to investigate two
representations of an individual: human’s digitafipe and human’s digital track [3].

5.1 Human'’s Digital Profile and Human'’s Digital Track

Let us consider the meaning of English words “pedfand “track”, as they are defined, for examptethe
system of English-Russian and Russian-English ABB¥gvo dictionaries: Profile (noun) — «brief
biography», «biographic data», «complex of patarse, «description of the system characteristidalble

of graphic form»; (verb) «give brief biographic &at Track — «line or series of marks», «course or
development of events».

Based on the stated strict sense of words “profiled “track”, we could treat “profile” as a “complef
parameters” describing an individual biography, dmdck” as a “complex of parameters” describing an
array of consequential events in an individual ltgh a linkage of these events to time and plate o
realisation.

Such understanding of the considered terms “pfofifed “track” matches well the recognition of st&iti
data and operational data, reviewed in section 2.

The above-stated allows us to give a preliminarsbakedefinition of the terms “profile” and “trackdf
individuals (“individual profile” and “individualrack”):

(1) “individual profile” — a complex of biographyapameters fixing important facts of individual loist
(place and date of birth, education, religion,giein changes, ethnic group and nationality, etc.);

(2) “individual track” — a complex of parametersachcterising individual behaviour with a linkagetbése
events to time and place of realisation (time atate of departure to a certain destination, timd an
addressee of the last mobile phone calls, etc.).

Therefore, though differing by its content and neeahgathering, individual profile and track datmform

to the same mathematical form — a form of a vegtdix1,...,xn) of parameters x1,...,xn, where each
parameter is measured by the certain scale (nopondér, numeral, etc.). Consequently, using theesa
mathematical methods for processing both indivigwafile and individual track data is reasonable.

Since our goal is the feature detection of theviiddial potential vulnerability in the DW, all datansidered
should disclose relevant, i.e. to the point of e essential information. This relevant data itmmdcould
be stated as follows: every parameter x1,...,xn, éoetbinto profile and/or track is necessary, aridtl
them taken together are sufficient for the defomitof intrusion in a private life activity.

If the mentioned condition of the parameters x1n..melevance is met, then one could consider an
individual profile and individual track, or inlar words, the person's profile and the persaackir

The stated similarity of the mathematical form loé individual profile and track representation ageator
of values of a specific set of characteristics velous to combine the methods of individual "track"
identification and individual "profile" identificain.
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In other words if we have definitions of a "trackid "profile" of an individual we know what we sid
protect in DW from hostage activities or intrusion.

5.2 Situation Awareness and Situation Assessment

Every individual that has some electronic devicehsas cell phone, credit cards etc. has a refledatidWwW
by its profile and track. Such reflection can blecha situation. Moreover, it does not even mattdrether
an individual knows it or not for a situation toisix In some subject domains similar situationsehav
special name: “tactical situations”. A tacticalusition is regarded as a combination of some pamsjet
expressly or by implication defining the explorgadtem state at a given moment of time under a défin
goal. A human digital tactical situation (HDTS)risgarded as a tactic situation in the system oérotef
against DW malicious threats.

The classification of the HDTS itself should be fpemed in addition to gridding (area coordinates,
coordinates of supposed electronic devices (EDjezaror ED itself) and definition of every othexctic
situation component. TS should be also correlatigd tlwe available analytical and decision-makingl$o
keeping in mind quantitative or model analysis.

Tactical situation assessment (identification)his key problem during situation analysis in therests of
making decisions about a digital threat character.

Time is a determinant parameter for making a decién real-time systems, such as a system of defenc
against a digital threat. As a result, one ineWtatbmes to the idea of preliminary developmentTé&f
variants (creation of so-called “TS library”) whicbuld occur in the responsibility area of any giwentrol,
and TS assessment automation.

It should be noted that this is only a theoretaiatussion and no real work applications or togists yet.

6 DIGITAL CITY

The digital city exists in abstract and physicaliis, no doubt. It seems to us that in our invesbgathe
digital city (DC) can be a restricted area of DWh the one hand, however, it is not so simple, bes&C

is not a typical city with borders, internal lawnlitions, communities etc. The Internet in the canm
sense, cell networks, satellite networks are natlaivs but fields in to other worlds, in short warldhich
are wide ways to go in to the DW. On the other hdd@ forms a physical, technological and political
background to form HDS. In addition, the positidrD& has to be understood within a region and atgu

It is evident that a region and a country influel@, but for us the only important thing is DC'sedit
influence on HDS.

The digital City involves networking activities @&d on a variety of e-devices). Each user hasheig (
network based on a list in the personal addresk.Bde concept of the network functions includesvoek
security, which consists of the strategies diredteghrevent and monitor unauthorised access, tpa@tp
authentication, encryption, etc.

It should be useful to implement Social networklgsia (SNA) to investigate networks structures gsin
network and graph theories to trace human movesn&uoich data sets are usually obtained from celh@h
or GPS data. In city space, humans and the comiaimrictower might be only a few hundred meters from
each other. Therefore, there is a high degree @iracy to locate a person using cell phone datbwvdik
analysis is closely connected to the researchset af personal networks which create a cloud tefrgected
networks in DC.

7 CONCLUSION

Our investigation is in a very early stage. Introelll abstract conceptions “Digital City” and “Human’
Digital Space” will be investigated in algebraigrfoand will have numerical exspression by PC. Foeed
was and is the most important thing for the indiidduring the long human history and in our ddgs i
importance is not less than in previous years.

According to this it is very important to undersfathe meaning of well known conceptions such &ty
and an individual in our digital world.
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